[image: image1.jpg]%, rovidénce

HEALTH CARE

How you want to be treated.




UBC REDCap Checklist

(please complete form and submit to privacy@providencehealth.bc.ca along with all the 
supporting documentations with subject line: Privacy Review – UBC REDCap Checklist  
RETURN FORM IN MICROSOFT WORD FORMAT 

PHC PIA-2021-                   
	Name:
(Name of working contact for the Privacy Office during the review of this checklist)
	

	Position/role:
	

	Email:
	

	Title of Study:
	

	Study # in RISe
	

	Date:
	


	1.  Summary of the study (section 5.1 in RISe): 



	2. Will you be using UBC REDCap Solid?

If no, please describe
	Yes  
	No  


	N/A  

	3. How will REDCap be used (i.e. an electronic data capture system, to collect consents or complete questionnaires)? 


	4. How many study team members will require access to your study in the REDCap (please insert user access matrix if you have one that outlines regular users from super/system users): 


	5. Who is responsible for granting access to the REDCap project(s) for this study?


	6. Will personal information (patient first name, last name, PHN, MRN, date of birth, address, postal code, phone number, etc.) be collected in the REDCap for this study? 

What personal information is required for your initiative and what is the purpose you will be collecting and using the information?   Please list below, or add Data Collection Form as appendix.

Data Element

Purpose

Source


	Yes  
	No  



	N/A  

	7. Will study participants be able to enter their information directly to the REDCap for your study (provide details)?

	Yes  
	No  
	N/A  

	8. Will the study team enter participant information or study data to the REDCap (describe)?


	Yes  
	No  
	N/A  

	9. Will the personal information be destroyed or removed from the REDCap at the end of the project? 

Please indicate how long personal information is to be retained and describe the plan for destruction of PI:


	Yes  
	No  
	N/A  

	10. Does this project have a clear start and end date?  

If yes, please indicate: 
start date:___________________________________
end date: ___________________________________

*If no, will data collection occur on an ongoing basis?

Please describe: 


	Yes  
Yes  
	No  
No  
	N/A  
N/A  



Based on the scope of the project and the sensitivity of the information, the Privacy Office may require an additional privacy review.
By signing below, the authorized signatory confirms that the information provided of this PIA intake form is accurate and complete to the best of his/her knowledge. 

	Signature of Authorized Signatory 
	
	Title of Authorized Signatory
	

	Name of Authorized Signatory 
	
	Date


	RECOMMENDATIONS

[To be completed by the PHC Information Access and Privacy Office]

	Recommendations

	Recommendation Number
	Section
	Risk
	Recommendation

	1
	
	
	

	2
	
	
	

	3
	
	
	


	PRIVACY AND DEPARTMENT SIGNATURES



By signing below, the authorized signatory for the PHC Information Access and Privacy Office (IAPO) confirms that the IAPO has completed its assessment of the privacy and related risks in respect of the database as they exist at the date of signing, the details of which are contained in Part 1 and 2 of this PIA, and has issued the recommendations contained in Part 3 of this PIA.

PHC INFORMATION ACCESS AND PRIVACY OFFICE

Per:

__________________________________

Signature of Authorized Signatory

___________________________________

Name and Title of Authorized Signatory

__________________________________

Date

By signing below, the authorized signatory for the PHC Department confirms understanding of the recommendations made by the IAP office and agrees to ensure further work is done to mitigate the privacy and security risks to an acceptable level.

____________________________

Signature of Authorized Signatory

__________________________


____________________________
 

Name of Authorized Signatory


Title of Authorized Signatory

__________________________________

Date

USER ACCESS MATRIX FOR REDCap by Research Study
	
	System Admin Functions (REDCap Updates)
	REDCap User Rights
	View Data
	Create/Edit/Delete Data
	Create/Edit/Delete Records
	Registry Audit Log

	Project Administrator 
	
	X1
	X
	X
	X
	X

	Investigators ()
	
	
	X
	
	
	

	Patients
	
	
	
	X2
	
	

	Volunteers
	
	
	X3
	X3
	
	

	Research Assistants
	
	X4
	X
	X
	X
	X

	System Administrator (REDCap)
	X5
	
	X
	
	
	


1 Administrator will use User Rights Function in REDCap to assign various User Rights including creating new Research Assistant accounts

2 Patients will have access to their own logins to complete surveys

3 Volunteers will have their respective access via their own UBC CWL accounts to add/edit follow up surveys.  Only volunteers with UBC CWL accounts will be used to enter data.

4 Research assistants will be able to create a volunteer account to allow volunteers to enter data

5 REDCap Administrator will register new users after confirmation from the Project Administrator. REDCap Administrator will fix issues system issues.
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